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1. Intraduction

Under the Bank's Harassment policy, an investigation was conducted, as is required for
ail formal complaints of harassment.

In this case, the complainant is Graham Milnc, {GM), Audit Manager; the zlleged
harasser is Kris Dolinski (KD}, Head of Information Security, one wilness was called:
Andrew Billinge (AB), Senior Manager, Group Audit. AB is GM’s line manager.

GM was recruited in January 1998 as a member of the IT audil tcam attached to Treasury
division. The Treasury division audit ieam were orginally employees of Treasury
division but were transferred to Group Audit in January 1998, {Although the audit team
were still referring to Tecasury HR for their personnel support).

GM and other members of the [T audit 1eam were located in Faryners House, on Lhe satme
floor as the Data Secunty department, where KD was also based. In June 1998, GM was
assigned an audit of the Dala Sccurity department. This audit was completed around
March 1995

From the commencement of the Audit in the Data Security department, GM’s complaint
is that he has been subjected to harassment in the form of bullying by KD and that the
harassment has continucd 1o this day, albeit in a slightly different form as time went on,
Initially, the alleged bullying took the form of rudeness, obstructivencss, public
humiliation and intimidation through aggressive behaviour, swearing, threatening with
disciplinary action, belitiling actions and denigrating comments (o later, on being sent to
Coventry / being ignored completely.

Initally, an informal reselution of the harassment complained of was sought. GM and his
line manager, AB met with John Johnstone, ilead of HR Treasury to seek guidance and
to agree a way forward. Following this mecting Jeremy Pletts, Operations Director (JP is
KTI¥s line manager) told KT that an anonymous complaint had been made about KD's
behaviour being inappropriate. Other mectings between, AT and KD: GM and Jon Gray,
Senior Manager, WM & IB Audit: GM and Gary Wootton, Senior Manager, IT Audit
have also taken place in an attempt to resolve the situation GM has also received
Confidential Care Counselling suppont from the Bank

In GM's view the various discussions/meetings did not tesolve the siiuation. The
aggressive behaviour he was initially subjected to was transformed to him being sent to
Coveniry and being excluded from an ongoing auditor — auditec relationship.

GM lodged a formal complaint of harassment on 4" Jameary 2000,



2, Methodology

L]

As part of the Bank’s procedures for conducting harassment investigations, a trained
harassment investigator was called upon 1o (i.e. to determine the facts and report
these). A representative from the complainant's line manugeruent was also prescnt in
all the investigatory interviews.

Investigator: Kal Sandhu {(KS)
Representative from line management: Gary Woatton (GW)

All interviews for this investigation were conducted at the Bank premises in Lombard
Street between the 11" and 26™ January 2000.

All interviews were conducted in 3 poivate room to ensure confidentiality.

The complainant, alleged harasser and witness were interviewed individually and in
that order.

Onty the complainant chose to be accompanied at the interview by 3 member of the
Urniom {LTU)

The statements produced by the complainant and the witness are altached.

All notes taken during all three interviews have been held on the ceniral case file.

Confidentiality was stressed to the complainant, alleged harasser and witness at the
interviews,

Managers receiving the report are now reminded of the confidentizl nature of this
report. Please ensure that the information included is not discussed with anyone other
than your human resources representative and your direct report involved in this
investigation.



3. Summary of Allegations, made by Graham Milne

GM admits that he had preconceived ideas about what KID was like prior to conducting
an audit of KD's area. GM states that he was “aware he was a difficult person to deal
with” and as a result he approached the audit int a professional manner, expecting others
to respond in a like manner,

No dates of incidences have been provided by GM, as he states that:

1. "It all happened quite along time ago
2. The process went on for months and months
3. And in many cases the instances happened over and over again”.

KI3's obstructive behaviour was initially apparent to GM, when KI3 told him he would
not be able to see him for 3 months. This obviously concerned GM, as it would delay his
work.

GM Feels there was deliberate rudeness in KI's conduct towards him, in that KD would
frequently ignore him in public areas of the office when GM said “good moming™ to him,
GM recalls only one accasion when KD did respond and GM noted this, as it was so
urusual. The ignoring behaviour was further evidenced by GM when he states, “T was
sent to Caventry for months on end” when KD guessed who had made the complaint
about his condugt. This behaviour was experienced further when on one occasion GM
was accompanied by AB in the entrance of 10 Eastcheap, and KD deliberately made a
point of taking the lift as GM and AB were taking the stairs.

GM was publicly humiliated and intimidated by KD when on numerous occasions, KD
would come to GiM's desk where he would be sitting and would address him i a highly
aggressive and rude manner, GM felt that on these occasions, KD gave the impressian of
somenne who was in danger of “losing his rag completely”. On some of these occasions
GM was extremely upset and would have 10 take the rest of the day off work. GM could
not remember whether KD had apologised after one of these public incidences, but
remarked “Irs quite possible. In my view, he certainly doesnt generally tend to
apologise if he does something wrong. It just illusiratcs the volatile nature of s
character, one minute swearing, the next apologising”.

M stated that KD was abusive towards him and that he “certainly used swear words in
dealing with him and also AB” furthermore “he is difficult and when he loses his rag, he
starts sweanng’.

GM highlight’s that as a way of harassing him, KD threatcned him with disciplinary
action, if GM failed to advise KD of any 1T weaknesses he uncovered. GM believed this
threat to be real and discussed it with his ling manager, who tried to allay his fears.

A further incident that affected GM significantly was when during a meeting with KD he
was shouted at {in full hearing of KI>’s s1aff), sworn at and told to leave his office. GM



stated “He shouted at me, “Get out of my room”. There were f~words used as well. He s
liable to suddenly fiy ofF the handle and reacl in this type of way”. As the door was open,
GM felt others outside KD's office got the impression that he “was being given a hard
time and being blown-out”, “its our boss having a go”.

GM also complains of indirect harassment:

+ “When someone else makes it clear to the rest of the world that they consider you so
low they wipe their backside with your work, what ¢an anc say?” This relates to a
meeting between AB and KD, whereby KD made an action of wiping his backside with a
document that GM had prepared.

» The Customer Service Questionnaire (C5Q) (completed by KD and endorsed by his
line manager, Jeremy Pletts) at the end of the audit, was according to GM a personal
criticism of him. In GM’s view the CSG * said T didn't understand what T was talking
about”. (CSQ attached see appendix 3).

» “Kris ¢riticised me to afl my colleagues from Lombard Street. He made comments
about the relationship between Treasury and Audit, which 1 took to be a direct criticism
of me”.

Finally having completed the audit, GM recalls that one of the agreed action poims from
the audit report was that KD would let Audit have a copy of the monthly progress reporis.
He states that “Kris sent these documents to AB and il was quite clear that he was trying
to cut me out of the process completely. [n view of his behaviour I found it extremely
difficult, but wanted to try and rcsolve the siluation so that 1 was involved in the process.
He was trying to cut me out ol the follow-up work that I would normally be invelved in™.
Furthermore, GM feels his exclusion (from the project resulting from huis audit) is a
“direct practical rcsuit of this problem™.



4. Summary of Responses, made by Kris Dolinski

K1)'s response 1o the various allegations made by GM is “Quile frankly, [ would totally
refute those. I don't believe there is anything written formally or any of my hne
management have ever informally had to suggest there is a problem™.

With regards to the incident where GM stated he had been thrown out of K1's office, KI)
remarks that GM had said “the people that have to work here are imelevant, you have to
just get it all done and that you've got people is 2 prablem that you have to deal with and
18 an issue which is irrelevant to tho audit”. At that stage KI2 recalls that he didn’t throw
GM out of his offige, he asked him to leave. KD reiterates repeatedly that he did ask him
to leave his office, and states 1 didn't throw & tantrum at that point”, KD further explains
that he asked GM to leave because T ftlt that if it went any further, I might lose my
temper again™. “I might have thrown him out atbeit Jater and I was mindfiil of not doing
20" KI) doesn't believe he shouted at GM on this occasion,

In response to the GM’s allegation of being publicly humiliated, KD states “there was an
occasion when he was sitting at his desk, [ did go and ask him a question and during the
course of the conversation, | did swear at him in public, amuengst the staff there I did
return within the hour and | apologised for the manner in which T behaved at that stage.
Whilst I disagreed with his view, the manner in which I made my case was incarrect and
would he accept my apology. which he did”, KD acknowledges “T realiscd 1 had gone
over the top”.

In response to the point in GM's statement that “KD gave the impression of somgone
who was in danger of losing his rag complctely” KD responded “Yes, I have lost my
temper occasionally with staff, 1 think we all do. But I have never yet been asked or been
reprimanded or had it noted that T was unduly out of centrol or close to being out of
control its never been stated that I have had that situation™.

It response to the allegation that GM felt KD would ignore him {in front of other pecple}
when he said good morning to him, K[ states “That’s quite possible 1 am deaf in one car
and if you ask anybody in T'reasury [ could walk past and they would say something, I'm
sorry 1 do that quile [requently”. As for the seading to Coventry allcgation, KL stated
that after the audit “1 just had no cause or reason to speak to him™,

With regards to GM’s complaint about KD's obstructiveness, KD states that he may have
said to GM that he was busy in view of staff holidays etc. and that in fact be did see him
within the three menths so it may just have been said in jest.

KD admits that “the one occasion when I did lose my temper {and as T said it was in
public) I did go back and apologise and I did go and advise Jon Gray that I had done so.
First of all that T actually lost my temper and that I had apologised. T think in the
conversation i did reiterate to him, however difficuit I am finding working with Graham
personally, I was not going to obstruct and 1 was going to cnsure that we did the best job
a5 a unit”,



Furthermore, KD responds that * I think he perhaps resented that at times when trying to
make a point I tend 10 slow down. Whether he took that as being belittling or something
[ don’t know™.

[n response to GM’s allegation that KD swears at him and others (e.p. AB} quite
frequently, KI¥ states that “it is unusual for me lo swear, afthough I have cccasionally
sworn”. Although he admits later *1 admit that when | spoke to him in public T swore at
him and used an expression™.

KD felt that the manner in which GM undertook the system tests, i.e. wilhout asking for
authorisation or making it koown that he would be doing the testing, could be
misconstrued as potential disciplinary action, which is what he told GM. KD believed
that GM “had the right to do it (the testing) but he should have had the courtesy to tcll us
he was doing it”,

KD was unable to recall the incident of indirect harassment mcntioned by GM,
concerning the actions taken with documents produced by GM — i.e. wiping his buckside.
Although he did state that “if somebody was to truthfully say he had done it, its quite
possible I have done it, Tt is out of character™.

Finally, KD was concerned that GM had “in six maonths developed pretry powerful
arguments that  was not a fit manager of people, could net implement change and that 1
was 2 highly volatile character™.



5. Summary of Witness Statement, made by Andrew Billinge

AD states that GM and KD do net like each other’s company. He states that “KD is a
difficult customer and has his own views on how to audit”™ furthermore he is “known to
be a difficult character and can be domineering’ .

AB corroborates that KD was obstructive recalling that KD had acted irmitated and said
that he was short staffed and therefore couldn’t see audit for 4 weeks. AD did however,
intervene to prevent any delays being incurred.

AR witnessed once or twice, GM saving “Good moming” to KD and being ignored. AB
remarks “KI} cannot stand being in the same area as GM". Furthermore, he recalls the
incident in the lobby, when KD brushed past AB and GM to use the lift, deliberately
ignoring them. AB corrcborates that KD had avoided any acknowledgement of their

Presence,

In relation to the office incident, AB recollects that GM told him thar KD had angrily
demanded that GM leave his ollice. AB stated “volatile is a word you could use about
KD”. AB did not however, hear any shouting from KD's office at the tims of this
incident, which he may have done given the location of his and KD's office.

AB witnessed the incident when KD “blew a fuse”™ in public, when GM felt he had been
humiliated in public. “KD’s manner was loud, highty aggressive and involved using
swear words”. He recalls that on least one occasion KD apologised and that he “was not
in control of himself®. Furthermore, AB’s recoliection is that the apology KD made was
for swearing — not that he was wrong for shouting at GM in public.

AB states “One incident XD came out of his oflice waving a picce of paper to GM
shouting about it in front of other staff’. AB's view is that KD needed his displays 1o be
in public not behind closed doors. After ane of these incidents, AB went to see KD and
asked Lhat he stop the verbal abuse. KD was unable 1o provide any assurance to that
effect.

AB further corroborates GM's statement that KD threatened GM with disciplinary action
when GM demonstrated IT weaknesses he had discovered in Treasury.

With regards to GM's complaint of indirect harassment by KD, A3 recalled 1he incident
when KD walked into his office waving an Issue Sheet (which GM had prepared). KD
told AB exactly what he thought of it and then wiped his hackside with it. AB does not
think anyone els¢ saw this, although his office door was open at the Lme.

AH confirms that on several occasions following various incidents between KD and GM,
GM would not appear for work the next day. The reasons given for his ahsence would be
stress related. AB notes that he was concorned about the impact the audit was having on
GMs health, so he had asked GM if he wanted to be taken off the audit, GM did net,



In relation to the Customer Service Questionnaire, AB endorses GM's view that a
number of unfavourable ratings had been given and that GM felt these reflected badly on
him. AB took further action by discussing the comments made with KD’s line manager
and also writing to the Head of Wholesale Markets & Intermational Banking Audit.

(Please see appendix 4).

AB confirms GM's view that it would not have been too difficult for KD ta work out
who had made the complaint against him and that he did not notice any more extreme
incidents after KD had been spoken to by his line manager. Although GM had told him
that he had been sent to “Coventry™,

Foilowing completion of the audit, AB had discussions with GM with regards to the
process for monitoring progress against agreed actions in Treasury. It was decided that
GM would not be undertaking this work due largely to the fact that GM was sill not
comfortable dealing with KD and alse because AB felt, further involvement by GM
would adversely atfect GM’s health.

Finally, AB confirms that KD treated GM badly and that GM had finally decided that
KI's behaviour was unacceptable, AB had witnessed a number of incidents himself
which he believed amounted to bullying.



6. Overall Summary
Addressing cach of the aflegations made by GM:

Deliberate rudeness / Tgnoring — Despite the fact that KIX is hard of hearing, he would
have heard and seen GM saying “good morning” to him on more than the one accasion
when he did respond. AB corroborated the ignoring behaviour by the incident in the
labby of Eastecheap offices.

The working relationship between KD and GM had broken down to-such a degree, that
GM Felt that KD would have instantly known who had made the complaint against him,
yet KD states that he was tatally “gobsmacked” when he was 10ld to alter s behaviour
by management. AB corroborates that it would have been very easy for KIJ to work out
who had made the complaint auainst him, and that this would explain the cessation of
extreme incidents and the sending to Coventry behiaviour.

Ohstructiveness — GM states that KD stated that he would not see him for 3 months at
the outset of the audit. KD recalled that he may have said this in jest but he did in fact see
GM within the 3 months so clearly he did not mean it. AB's account highiights that hus
intervention assisted the progress of the audit,

Public humiliatien / Intimidation — KD’s Iaghly aggressive behaviour was totally
inappropriste and unacceptable with regards 1o the incident mentioned. KD admits (hat he
was angry, he had sworn at GM in public and used the wrong tone to make a point. GM
does not however, recall KIY apologising, but states that it ts possible that he would have
done so. Tncidents such as these were very upsetting for GM who was on occasion not
able to continue working for the remainder of the day.

Another example of GM's camptaint that he was publicly humaliated refers to lum being
thrown out of KD's office. GM’s account, was that whilst he was in 2 meeting with KD
he was shouted at and told to get out of his office. KD’s response is that he did ask GM to
leave his office, following a comment GM had made about people management, GM
reiterates “T was not asked to leave, I was told to get out™ KT? thinks he did this calmly
before he did tose his temper. As the office door was open, GM believes that other staff
would have heard the shouting, which would have resulted in his public humiliation. (AB
is aware of the incident, a3 GM had told him about it at the time that it took place).

Swearing — [n response to KD's statement that it was “unusual” for him to swear, it must
be noted that AB’s and GM’s statements point to the conteary, He hemself admits to
having sworn on various oecasions when he has become angry or lost his temper.

GM states that “he (KD) is liahle to blow-up at any moment. He doesn't do that with
senior staff, peaple like Jeremy Pletts do not see that side of him™. AB also coroborates
that *KD can be a charmer and puts on his best behaviour in front of senior staff.



In addition after AB went to see KD about his unacceptable verbal abuse, AB has
confirmed that KD was not able to give him his assurance that it would not happen again
or that he would stop swearing.

Threatened with disciplinary action - when GM undertook system tesls of 1T secunty,
KD stated that he was not aware that GM was still doing the audit, due to the length of
lime that had elapsed. KD admitted that GM had the right to conduct the tests but that he
should have had the courtesy to tell him that he would be doing so. KD stated 1 said iock
if you knowingly go and test systems without asking authority or making it known it can
be construed you are not doing it properly and with any other staff it would be regarded
as a potential disciplinary offence”. GM believed the threat of disciplinary action made
by KD to be rcal enough that he went and discussed this with his line manager, who in
turn tried to allay his fears. GM's line manager corroborates this.

Indirect harassment — According to GM the Customer Service Questionnaire (C5Q)
reflected badly on him as it was rased unfairly in a number of areas. AB corraborates that
the C5Q made it loock like GM had not dare what was intended. KD felt that he had
completed the CSQ and that it reflected the situation as far as Treasury was concerned
and that his line manager had endorsed his comnmients, In view of GM's comments, AB
undertook further action by meeting with KD's line manager and writing to the Head of
Wholesale Markets and International Banking Audit. (Please refer to appendix 4)

GM recalls another ingident of indirect harassment that he has been subjected to by KD
AB hay conlirmed that KD walked into his office waving an |ssue Sheet, which GM had
written and XD told him exactly what he thought of it and then wiped his backside wilh
it. AB does not recall whether anyone else saw it, although they could have done, as the
office door was open. AB remarked about KD “He probably swore™ as well. KD does not
recall this incident but adds, “If somebody was to tnthfully say T done it, it's quite
possible [ have done it”,

Finally, as a result of the breakdown in communications between KD and GM, GM feels
further aggrieved by his exclusion from on-going progress monitoring of agreed audit
recommendations, Especially, as his work (in his view) has resulted in a "project”. AB
has stated that he had made the decision that GM no longer be involved in Treasury due
to the affect this was having on GM’s health. GM is being somewhat sensitive regarding
the “project” as KD has stated that there is no project only audit recommendations which
have been incorporated into woik in his area. Furthermore, KD has kept audit informed
of the progress via AR and it was for audit to decide whether they wanted to make a
greater input inlo what Treasury were doing.

1



7. Conclusion

Taking all the facts of the case inte account, KD's inappropriate and unacceptable
behaviour towards GM constitutes bullying and has significantly affected the way in
which GM has been able to undertake his work responsibilities. Therefore there i5 a case
to answer.

KD has stated that the aliegations made against him are cntirely out of character,
However the witness statement endarses the complainant’s view in respect of KD's
behaviour. If appropriate, character statements could therefore be explored further in
mitigation, should disciplinary proceedings need 1o be invoked as a result of this
investigation.

8. Recommendations

Taking all the evidence inte account, the inappropriate and unacceptable behaviour
exhibited by Krizs Dolinski should be addressed by the Bank’s disciplinary procedures.
Training in relation to Management of People should also be provided to Kris, together
with careful management by his line management. Finally, the situation should be
reviewed on & quarterly basis 10 ensurc that effective action is being taken.

Mame: Kal Sandhu

Job Title; HR. Consultant

Signature: \\ﬁ?&m&&‘\p :

Date: _ 5{[ A [~ MCE
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3. Customer Services Questionnaire

4. Letrer to Head of Wholesale Markets & International Banking Audn



Appendix 1

Statement made in accordance with section 110 of the Staff Manual

Strictly private and conlidential

|

[Ie]
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This document is a [l statement which records, 1o the bear of my knowledee and belef, the
hackground 1o and kistory of a deliberate and sustained campaign ot harassment wagod against
me by Bris Dolinski. Data Seewzity Manager (now Head of [nformation Security) within
Treasury Chvision, London,

This statement is an amended version of a statement dated L0 Junuary. The amendments have
heen made (ollowing ¢iscussions with Kal Sandhv and have resulted in the removal of cenain
paragraphs which dealt with matters which she did not consider dircetly relevant to the
complaint agsinst Keis Daolinksi. [avreed w make these zmendmenls vn the understanding that
the ariginal document remains on file ws an official document in this enguiry und that it will be
referred to in the appropnaic circumstances.

[ joined Lioyds TSB in January 1998 as an IT Audit Manager attached to Treasury Division,
M Treasury EXvision sudit team had been employees of Treasury Division bul were transterred
lo Group Audit, [ombard Sireet, in the week in which [ joined.

The Treasury Division audit ream, which consists of poth TT und general audit staff was, and
continues to be, bosed in an open plan otfice oa the first tloor of 10 Easteheap, next o Faryners
House. We shared Lhis ulfice with the then Daia Sceurity Degartment (now the Infonmation
Securily Unit] until that depuriment noved to Farvners House in Qctober 19991 was allocared
a desle, which [ silk occupy, in the main open area towards the rear or Faryners House end ofthe
nifice. My line manager, Andrew Billinge, occupies an ofitce cubicle within asy hearing
distanee of my desk. Until October 1999 Kris Dalinski occupied a simular, but stightly larger,
cubicle at the other end 0! Gie oifice arza near @ the entrance, | 'he doors of Lthese ofhiee cubicles
are normally lett open.

Between Junuary 1998 and Tune 1998 oty contacts with Kris Dolinsk? were limiled. | was aware
that he was considered m he a very difficult person 1o deal witl and that most of the olher IT
auditars tended 1o avoid him as far as possible, since his behaviouwr was unpredictable and he
was liable o beeome hostile and aperessive. T was also aweare that Kris Dolinski had been the
head ol internal audit in 1reasury Division and had been moved t-om that position at the
recommendarion ol our external audilors. Price Waterhouse, on the basis that it was not
appropriate fbr somenne with na formal zudil qualitication o hold sucl a position. As a resall. T
was told, Kris Delinaki had a substantial chip on his sheulder which resulled in amosicy
Lowatrels internal audic. My st sustained contace with Kois Dolinsxi was during the week-long
Treasury introductory course that he ran. | was guile impressed with the way that Kris Doiinski
ran this course and he seented capatle of being fiendly enough. 1 a general social sense.

In, | believe, lute Mav ar cariy e 1998 1 eetermed from holidas aud was asked by Andoew
Billinge if { would be nuppy @ carry oue =n audit of Data Security, esseniially an dudit ol the
Data Secutity Department. This audit resulted from conceens relating to [T sceurity identified s
o result ol o coview carried nu by the Traded Markews Tomm of the Bank ol England, Fotlowing
this review. the Manaving Director of Treasury 1ivision, Brian Milne, bad wrilien (o the Bank
of England confirm:ng that an audit would be carried ol in the st balf of 1998, thad i by June
30,

[t is mv view that one ol the reascos that | was asked 10 do this sudil was that | was percetved w
have the necessary 'staturs’ (o carry 2 ot That =, bevause of my age, expericnce. technical

7
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knowledge and bearing T would cornmand a degree of respect that would minimise the
likelihood of any awkwardness Lom Kris Dolinsia. 1 should say at my own attitude in
agrecing to carry out the audit was that [ expected it to be condueted in a professional manmer on
both sides. That is, | would deal sich the malter on u protessional basis and | expected others o
respond in a like manner.

[t is relevant to record here that stuee joining Freasary Division | Lad beeome aware Lhere were
serious problemns with [T security in the division. to such an extent as to potentjally compromise
the "books' (that is. primary accowting records) of the bank. | was surprised that such a state of
atfairs should be allowed 1o arse (and. even worse, knowiagly be allowed 1o persist) in a bank
such as Llevds TSB. However, the problems with IT seeunity swere purd of o larger peture
invobviny some fundamental proaless with T generally in reasury Division. such as the lack
of o svstens developmuent methodolosy & widespread cuiare af nen-somplianee’ with the
FEEC Rules and soon, Torernal 2udic bad had very Enutod suggess inaddrossing Urese prablews.

It 15 also relevant to record that although [was impressed by Knis Dolinski's knowledge and
experience of the business. [ considered his weehnical knowledge of T security to be limuted and
1 was not impressed either by Lis abilities us a people manager ar a5 an gffective mmpicmentor of
chanpe. Nonetheless. | had no paniculac personal Jeelings towards Kris Dalinski one way or the
other. [ was determined, as T have said above, to conduct the audil i an entirely professional
manner, as [ alwuys [ry 10 do. [ was also very keen 1o approach the audit in a co-operative
manner, that is on he basis (e cuy fenction, as audilor, veas o help Kns Dolinsk in his job and
that, through my eport, | would be able 1o help 10 ensure that his problems were highlivhied and
that the appropriale sleps were taken and Lhe resourees made available to help him to address
these problems. [ ok grear cevchie o explain this approach o Kris Dolinshi, [or obvicus

TASOIE.

T stanied e audit in late June P98, [0 was clear o me From Lhe stact that an audit of the

functions cartied out by the Dala Seeurity Departmenl would be of limited use since most of the
problems with 11 security in Treasury Division lay not in what they did but in what they didnt
do, such 1y servers und databases that wers administered. contrary ke the [TEC Rules, by -
opcrations staff, Although § was awore that there were some problems willin e Data Seenriy
Deparuncni itselt, it was clear thzt e greater degree of tisk lay outside the deparoment and thal
our audit etlort shoald theretore be concentrated in these areas. [ was broadty satisfied that Lhose
svstems that were administered by Data Seeurily ware reasonaily weli Joched alter, As a result
of “his assessmient, 1L wils DOCOSEAry. 1A MY ¥iew. [0 CArry out an sxensive und wide-raongmp
reviow ol ull arcas of 11 securit within Treasiey Division, including the ata Securits
Depurtment. As a result, the amounl of work uvehed in the audit was increased by a factor ol
al least 10 from thar originally envisaped, I order 10 devise an appropriate audil programmne, it
was neocssury Lor me to conduer an exiensive review of relevant Il seeurity-relaled
documentation. both internal and external - TT seeurity is not an darea swhere you can aftord o
ovorleak anvrhing. This resubted in o expansion i twe number of auditwests trom about 30 10 the
previous audit to over 300, The proparation of the audit programme. together with the work
involved in carrying out the tests and the ebstctive altitude adopred by Kris Doluinska, as wet!
s other audic commitniems {eotally EMITY mueant that the audnt was not finished until carly
1999, [t is important W appreciate that the harassinent of which |aw complaining continued
throughout this perod. has continued since then Jaithough 1w a different lorm, a3 [expiain
helow) and thar the offects of it o me personally and on my ability to do my job sre continuing
te chis day,
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In spite of my efforts {see above), Krs Dolinski's aniiude to me was abstuctive and rapidly
became positively hostile, This is evidenced by:

*  General deliberate rudeness in his conduet lowards me. such as not responding when |

preeted hm in pablic arcus of the office e.g. whon [ said "Good morning . This happened
[requently,

Sayinyg o eniee veeasion near the begioning of the sudit that he would be unable to see me lor
three months, This was pure ohstractiveness.

Approaching me on nwucrous occasions when [ was sitting at my desk and addressing me in
public in a highly aggressive und rude manner. These oceasions amauniad to public
humiliation and intimidation and on ut keast one accasion I found i1 necessary 1o lcave the
office. Generally, o these occasions. Keis Dolinski gave the impression of someone wlo
wis i1t danger of Tosicg his rag completety’. For tus reason [ iried. as far as possible, w
respond in a calm. measursd ad non-inflanematory manner, that 15 1 didn't ‘react’.

Lising swearwords.

'I'hreatening me with disciplinary action it i filed 1o reporeany weakiesses in [ securiy
to him imntediately, Nole: Although there i o requirement for stafl’ W report such
weaknesses, this applies W stalt iz the general execetion of heir duties who become aw are
ot such weaknesacs. 1115 chearly rdiculous 1o tryv to apply Lhis requirement b an audit, the
very purpose ol whichi 13 1o fing these woaknesses.

During a meeting with him in his otfice. shouting at me {in full bearing of his own stufl).
swedring at nte and ordering me (o leave bis office. | am. by the way, absolutely ceruin
thot the other members of the Dat Security department were [y awore of whar was
happening, UThey seemed Lo find o very amusing.

Al a meeting (more of a conlrontation} with Andrew Billinge, making an action of wiping
his buckside with a document which I bad prepared.

Iedirect harassment in the form of denigrating comments ahout me Lo oy (e manager and
others, '

.| am nat able W specify the exact dates on which these incidenls vecureed but necur they did.

This can be verified by wtaers, neluding my line manaeer. Andrew Biilings und nis e
manager, Crarry Woolon.

. Lt is my vigw that Kris Doiinski's conduct amounted nol onty to deliberate and sustaned

harassneent. bullving, intimidation wd denigration bul that 1 also amounicd, 1n prolessional
terms. 10 severe obstructinn of the legitimate audit process, itself a serous maiter. [Tis
ismportant to appreciale that Kris 1odinski attlempted to publicly Jestroy the ane thing that i the
work envitonment matters e more han any other, tar s my protessionalise. e eated
me, and quite deliberately showaed ethers that he was prepared to teat me. hke dirt,

My line manager. Andrew Billinge, was [ully aware of the state of affairs. e cither dircetiy

witnessed. wus on the regerving 2oa of, ur was mfarmed by me of bl the incidenis thul oceurred,
I tried to make it clear 1o botl Andrew Billinge ard Jon Gray thal I expected action to be taken,
Andrew Billinge did speak to Kris Dolinski alicr the occasion on whicl: the latier threw me out
ol his office, us it was chear that [ simply could not communicate al all with Kris Dolinski it he
was going w continue i such a manner. 11 was decided. atter this, thot 1 would have no more
meetings with Kris Dolinski but thar | would send o writien questionnaire for hio to answer,
This 15 how the audit was complewed.
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15 Gaary Woolton, Andrew Billinge's hne munager was also informed ot the situalion, as was J.
Jawanmardi, Gary Woolton's fine manaaer. Gary Wootlon effcred 10 1ake me off the nudit and
to alfow me to work Itom Lombard Street | declined this offer, as professional pride demanded
that 1 linish the job. Jon Gray, incharge of general audit in Treasury Division, was alse kept
informed of the simarnion.

16, The continuel harassment vver an extendad period etfected my health. I became exmremely
stressed and beman Lo ate coming into the olice. The stress made i dillieull e me 1o sleep and
[ began o wke sleeping pills jover an extended period). On occasions the lacl of sleep meant
that | had to take the Sollowine day ofF or was lule Lor work. The barassment also bepan
colour my relations with others generally as | became withdruwn and de-motivated. T became
reluctant ra cven leave my desk, [ belicve that my generud hesith aiso sutfered as tiredness,
stress and worry loweered iy Dasriess o imlecuon and discase. Lventually. and at the
recammendation of Andvew Biilinge, [approaclied the Contidenta Counsclling Sorvice and
underwent a series of consultutions. Lhese were ol very lumiled use, particulurly sioce what [
needed was direet and etfective sctiew to acddress the sitaalion ) work, [t s fair oo say that there
were other lictors ftecting me at tee e bat these wers insignilicans in comparizon to the
harassiment. I sl Feel as if | have had the sentfing knecked oul of e,

17, The undil report was issued. s L as [ean remeryner, in early Mareh 1995, After that, T belweve
it was. | approached Andrew Biilinge und sought his advice on the marter. Twes aamurally
reluctant to initiate lormal campiaint srocedures but, ar the same time, T did not wish any delay
to prejudice my right 1o do so at & ier date i the siluation did net improve. We agreed that we
would refer the matter to the Personncl Departnent of Treasury Division aud had 2 mesting
with John Johnstong as o cesnlt. My purpose i seekine s meesing was quite clear aid |
cxplained it to Andrew Billinge: it was o 'regiswer \he maticr $o that any subsequent complaint
by me would not be compromised by delay.

18, As o result ol our meeting wita Jolo fotmstone, [ betieve tha Kris Dolinski had 1 meeting with
Jeremv Plels, the Head of Operadons in Treasury Division. Fde not know what was suid al thas
meeting but 1 pelieve that Keis Dedimksr was ol oo an informal Dasis complaiut Lad been
made against him, thoupl 1 betove that he waz it 1old whe by, Sresumably, be was told to
amend his conduct.

19, { noticed an immediate change in Kris Dokinski's behaviour towards me after this mezting,
sucl an sxtent that T helieve that De was perbeetly aware. or had wiessed, who had made the
cornpiaint. Kris Dolinski’s response was, quile simply. 1o send me w Covenlry. He bardly
acknowledged (or rather pointedly tznoral ) my existence and was clearly, 1 my view, avolding
having any contact with me at all. An exwnpae of this is one secasion when [ was entering the
office with Amlrew Billinge and look Loe stairs. Kris Dolicksi was in the fover of 10 Festchezp
at the time =nd pointedly toos the [ somuthing that T had never scen hiey do betore.

sommentzd on this W Arderw Rilliame, Also as betore, Te did nol respond when 1 greeted him.
Ax a result of this behaviour. which | again nolificd to Anerew Billinge, | was excluaded trom
fallowing up the maners ruised inomy audit cepont, which would have been the normal course of
events. Tt ts important 1o appreciaze that the wudit resulied in @ major project (o improve seceity
i Treasury Division and that in the nanmal vourse ol eveits Ewould buve been very keen Lo be
invelved in this project tnoan on-going basis tas would have been lhe nurmal procedure). Az a
result of Kris Dolinski's behuviour | was excluded Jrom sugh involvement. which, apart from
anyLhing clse, would hive been excclient exoerience from a vareer poanl ol vivw,

2 notifed Andees Billinge of the smie of atfairs anc [ believe thal Kng Delinski had anorher
mieeting with Jeremy Metts as a resulL
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21, Kris Dolinski's behaviour bos continued in this manner 1o this day, alibough the removal of his
department Lo Furyners House has e it less obvicus. Nonetheless, | continue o sufler the
conseguences. {Uis important wa bear in mind thal a signilicant pari of each andit that we carry
out generally involves fooking at aceess conlrols. Tlws, we would normally expect to have a
continwing dialogue with the Datn Securiny department as a resull. [t s clear that my ability Lo
carty out cven my aormal daily work has been significantly effected tindeed, alnost eliminated
in some ways) as a consequense of Ine matters referred Lo,

(7 Tl

Grahamn vhlne
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Appendix 2

Statement by Andrew Billipge in the harassment case brought by Graham Milne
against Kris Dolinsla.

The following statement covers mabiers raised duninyg lommal terview at Lomibard Street.
3.00pm, 26 January 2000,

Grahara Miine G} joined the Treasury [T audit team in Janozry (998, He began an andic
af Data Secunity in tne swmmer oi’ 1998 which was completed carly in 1999, Kris Dolinski
(KD and GM worked in the same office area frorm January 1998 unul iate 1999, Asfaras|
rernetaber, 1t was early anin the audit that Ttirst becarne awars that GM ard Kns Dolinski
(KD} did rot get on well weetier, [ do rotrecall wheter G expressed any concerns abour
working wilh KD befoce the audit bezan

During the audit there were several examples of apparent obstruct-on 30 the audit progess. 1
rentember on at leas: two occasions G lettiing me <aow that KD had given whal seemed
likz unreasonably delayed dates [t GM  see either himself oc his stall. Oa one accasion. |

=leve M was told he couldn’ see someons tor fonr weeks, [recall on at east one
pecasion discussing with KD how nceess could be speeded up.

On one sceasion GM and 1 were tatking in the lohby and KD entered the muin door and
tarned away to take the Lift t the office. GM commented on this afiecwards and sa-d KD
nsualty used e stairs and, in Gh's view, KD had deliberately aveided him, [ agreed with
GM that KID had avoided any acknowledgement of our presence, apparently deliberately,
G was concermed £aat ke had been “ses to Coventry™ and that this was handicapping his
ability 20 do his joa and that this was having a derriimental etfec: on his healsh, © discussed
the rmarter with (iranam as [ hag noticsd nis bealth was suffering 2 hence his asilily w do
his job.

[ ezcall one pccasion where G came inte my office and said that KD had dermanded that
M leave KD's offics, The mesting had been going on for an hour ur two and apparently
KD had decided he had had cnough and had angrily demande:d that GM leave hes ollice, My
atfice was same disiance rom KIVs wad [did not hear any of the conversatan. [de not
recall for what precise reason GM had been asked w leave KDVs ofZfce. GM was uol happy
woth with his rentment and the impact it had on ms ability to do his job,

O at least one oceasion, | saw K13 pohiicly berate Givle KD bad come out ot his oZice 2nd
approached GM at kis desk in the vpen plan avea shared by Auditand Dar Sacuniy stafl. -
Hixs smaziner towards CM was loud, high'y ageressive and invelved sweanng, Onoons or
more peeasions, [ have seen K romarn 23 calmer Jtame of mingd shortly after an vuiburst
and apologise for swzating. bul not for any other aspae of his behiavour,

Another exampic involved KD upprosching GM {who was standing just outside my oifice
door in the open plan areaj and waving at GM a documen: Givl bad produced. | aeard KD
malke some vury critical remacks in public apout HGM's work.

| witnessed 1 further incident where GWowas demenssrating vn his PO to K2 an aspecl of the
k e

network security set-up in Trezsuey. KD threatened GM with disciplicary actien. againin the
apen-plan olfice.
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On another occasion, KD came into my office with a document preduced by GM. He was
quite animated. told me in no uncer:ain terms that the piece of work was rubhish and made a
gesture 10 wipe his backside with the document. The deor to my office was open and itis
possible that this incident was seen and beard by members of statf in the open plan office
through the door.

On several oecasions, following various incidents betwesn KT and GM, GM did not come
into work the following day. (m one oocasion, [ believe, GM went stratght heme, He
complained of fecling stressed and said he aad nol been sleeping. (il mentioned be had
heen taking sleeping tablets. On a number of occasions [ discussed with GM the effect on his
health and whether he wistiod 0 cominue the assignment.

Foliowing one incident, I went to see KD in his office and asked that he stop the verbal abuse
ot G, X0 renlied that ke cowld not give sush un assurance,

Az the compleston of the audit. a customer service guestionnaire (sq) was completed by KD
andior his fine manager, signed by both. and sent to the Direclor of Grroup Audit.
Linfavourable ratings had been given on two of the four zategorics, GM told me that he ki
the csq had besn completed unlairfy and that an opporunity bad beenraken to damayge s
reputation. T did not understand certain negative cormmentis oa the csq and arangsd a
meeting with KD's line manager 10 discuss them. { found the meeling unsatistactory - credit
was given for some aspects but specific eriticismy Sould not be pinned Zown and [ was
conceded that the low ratings giver may nave reflected the general “zain” involvee in
complering the audit. [ sent a note with my «ews of the meeling to the Tead of Whoicsale
Markets & Inremational Banking Aadit

Afer a discussion between Givl, mwself and Treasury TR, [ was leold thay Ki) had been
spoken 10 about his behaviour 3y Creasury managzrent. [ heard that the ullegations came as
u showi to him. T weuld ot have heen samprised i ke koG been anle to guess whore they had
coms from. I ooticed that thy incidants of awurcssive varbal abuse stoppea

Following compiction of an audit such as this, with a low rating and containing a namoer of
signilivant issues, there would aormally be a process “or Audit to monitor progress against
agreed actions. I gave (M the chaice as to whether itshould be him carrying ot this process
and we discussed the matler several *imes in the months following camzlenion ot the audit.
Alier soune months [ ock a fieal decision thae Gdv would nat carey oct Lhes work, Despite
-he cessarion of incidents of verbal anuse, G was clearly still a0t comicriable with the
srospect of contimuiing to wors with KD. 1 was also concerned for his healdn In che peroad
Fram the completion of the audit unei the decision was taker, GM wid me he was 10 1w
minds as to whether he shoulid do the work, On the one hand. be felt ne should be involved,
that naturally the work should Tl to him and -hat -2 would feel like @ deleat 1o withdiaw, O
th= ather, he was unhappy to conlinue to be :avolved with som=one he Feit had behaved
inappropriazeiy w him but lad not apotogised for s behavicue,

In summary, [ have witnessed a number of incrdents where 1 believe KD oelaved ina
builving manner towards GM. Due 1o e public natur of mest ol tagse, guite 2 number ot
other staff have wiiessed these events. | am not awage ol any, bowever, where stallf more
sentar than KD were present,

Signed .. W
o
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T REGROT ar-l'“rln.nr* i GE

S R R FIR 1o ©
Busineys Unit; Data Security
TRACS Code: 2140 Date of Audit/Inspection: June/July 1998

[ssucd By: Graham Milre, Andit Manager, Information Systems Audit
(Above detafls to be comple led by AuditInapectita Team)

Pleasc tick the appropriate box.
Stronmgly Agree Disagree Strougly
Arree Disagree
*lanning/Communication
e scope and objectives were clearly explained at
he cutset taking the business's and my awn
equirements inta account Any delays to articipated

ipening/eompletion dates wers adequately advised. I:I [:] D
-amiments (i amy) .
wbstantial changes to the audit scope were advised, consequent delays to completion of the audit wers
herefore explainad.

“onduct

iufhcient understanding of the issues and risks in
3 environment was displayed. The revicw was

onducted in a constructive end professional

ARIRLT, I:I X

‘omments {if ary)
‘izks asrociotwd with informaiion security wore cloarly understood am’ the preparation of the audit working

apers was professional, Howaver, the emphasers on the provision of a generic informetion security audit
tmplaie meant that ixsues applicable 1o Treasury Division, in particuiar, were not reviewed in depih,
Reporting

e repont provided an objective and balancad view

f risk, securatedy reflecting the verbal feedback

sceived during the review. [ssues were advised

romptly, with practical recommendations made. D El I:I
‘ammentsiif any)

s were nol raited ox obrerved, given the generic nature gf the oudit, Whilsi some recommendations were
ade that provided direction as fo how objactives counld be achieved within Treasury, recommendzd actions
nded to be the abjective of meeting generic risks within the information secuerity anvivonmaent, rather than

oW lo achieve the alifective.

‘ustomer Value
. <ue was added to my areq, by enhancing risk
rareness and constructively advising on local

itrols. l:

cnements {1 amp

he report did highlight the fack of resource and raisad senior executive awarencss af this issue, within
“easury, resuiting fn the alfocotion of rescurce (o the information security unit. With the recommendations
imarily reflecting generic objectives, greater value should be derfved from future asdiis by overlaying
eciffe divisional activity against the develaped template. This would provide management with independent

Jurance of risk mamge:nenf canirals for informatipn securily in Treaywry,
g,ncd: M \/ Crate: 123 /‘f’/? C’}

ame/posiion.;

one Mo

-

ank vou for completing this questionnaire. Your comments are valuable in ensuring that we monitor and,
herever possible, enhance the quality and relevance of our scrvice — please continue overleaf il necessary.

ease return the original 1o Thavid Taw Mircemre o Grnon Andit | ambaed ©F Aoildisa Soda T
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Appendix 4
INTERNAL MEMORANDUM

To: Jehangir Jawanmardi Nate: 10 May 1999
Uary Wootton
JTon Gray

From: Andrew Billinee Extension: 7 440 3916

Senior Manager, Croup Audrt
c.C. Cirahanmy Milne

Subject:  C8SQ) — Idata Sceuriny Audit

[ avtach for your information 2 copy of the above, recently seceived from Kns Dounski and
countersigned by Jeremy Pletts, together with comments [rom a meeting Craham and [ had

with Jeremy last week,

The purpose of the meeting was 12 try to understand where, in Jeremy’s vizw, we might have
done things differently. ['m not sure [ am much the wiser on this point but it was useful
talk over the audit with Jeremy and heuar s comments. These included the [eliowing points:

Planning/Commurication (“Agreed”) — JP was generally happy and did not add to the CSQ
cornmendt.

Conduct {Disagreed) Whilst happy with the audit understanding of issues and risks, JP
would have [iked greater recoguition during the audit of where Treasury “had come from and
was gning’ in terms of difficulties facing the business and he was keen for recognition that
Treasury ook information security serously. This commeni did not refer to the report (see
next paragraph) and JP apreed it was a subtle point. JP noted that Treasury had acted as a
“guinea pig” in being probahly the first L'TSH husiness to receive an audit of this scope, We
discussed the comment regarding use of a “genenc template™ and made the point that many
of the informalion security risks covered were common to a range of businesses. JP
nentioned that we couid have covered same areas in more depth but conceded this might
have implied a “three year job™. P felt the rating to some extent reflected the “pain”
involved in completing the audet. [lowever, my view would be that the audilee’s abstruction
of rouline audit enquiries resulted in the business receiving less constrictive assistance than
perhaps would otherwise have been the case.

Reporting (Disagreed} — the criticism here was that the auditor’s suggested actions did not
explain sufficiently how Treasury could achieve the objectlives suggested. We therefore went
threugh the six high risk issucs with Jeremy, who conceded that most of the issues did in fact
contain suiticicnily detailed actions and some, ¢.p. 1R 1, were particularly helpful. The only
arez we found where JP felt more guidance would have been useful was with regard to how a
business ensures it is and remains [TEC compliant {HR&). (It would be usclul 1o know
whether any othier group business has developed an effective mechanism for monitoring
ITEC compiiance.}

Custonier Valee (Aprecd) - JP considered this the st anpoctant beading and was happy
that the audet had achicved the objective of adding valoe 1o the business. (He did comment

that Lhe C54) way rather “black and white™ with 115 ratinp calepories,)

Please let me know il you wish w diseuss this further. feremy indicated he would be happy,
Wasked, 1o ciscuss the CS0O winth [ieewd Law.

Hest repands,



Circulation

Kris Dolinski — Head of Information Security

John Johnstane — Head of HR Treasury

Gary Wootton — Scnior Manager, IT Audit



